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                                Report Slams Microsoft for Security Blunders in Chinese Hack


                Chris Riotta • April 2, 2024 
                                    


                The independent Cyber Safety Review Board published a scathing report that recommended an overhaul of Microsoft’s security infrastructure and said the tech giant’s operational and strategic decisions led to the successful Chinese hacking campaign targeting top U.S. government officials.
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                            Artificial Intelligence & Machine Learning
            
            Sam Altman Out as OpenAI Startup Fund Owner



            
                                                            Prajeet Nair
                                                                 • 
                                April 2, 2024
                            


            OpenAI CEO Sam Altman no longer owns the company's $325 million venture capital fund launched with backing from Microsoft. Altman's role as the fund's sole owner raised eyebrows although OpenAI said the arrangement was always meant to be temporary.
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                            Governance & Risk Management
            
            Rubrik IPO Filing Reveals Sales Acceleration, Growing Losses



            
                                                            Michael Novinson
                                                                 • 
                                April 2, 2024
                            


            Rubrik became the first security company to pursue an initial public offering since 2021, revealing increased sales, mounting losses and a heavy reliance on three channel partners. Rubrik said 76% of its $627.9 million in sales for the fiscal year ended Jan. 31 flowed through three channel partners.
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                            Governance & Risk Management
            
            Google to Delete Incognito Search Data to Seal Lawsuit Deal



            
                                                            Mihir Bagwe
                                                                 • 
                                April 2, 2024
                            


            Google says it will delete web browsing data generated by 136 million individuals who used the tech giant's Chrome browser in Incognito mode as part of a proposed settlement ending a class action lawsuit alleging the tech giant had misled consumers about privacy protections.
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                            Governance & Risk Management
            
            Feds Ask Telcos: How Are You Combating Location Tracking?



            
                                                            Mathew J. Schwartz
                                                                 • 
                                April 2, 2024
                            


            How are U.S. telecommunications firms combating illicit location tracking being used by bad actors at home and abroad against their subscribers? That's the focus of a new call for comment from the Federal Communications Commission, which wants to know whether or not existing defenses are working.
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                            Cyberwarfare / Nation-State Attacks
            
            Biden, Xi Discuss Key Security Concerns in Bilateral Call



            
                                                            Chris Riotta
                                                                 • 
                                April 2, 2024
                            


            U.S. President Joe Biden and Chinese President Xi Jinping held a bilateral phone call Tuesday to discuss a range of security issues including threats associated with advanced technologies. Biden was expected to discuss stopping U.S. technologies from being used to undermine U.S. national security.
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                            Professional Certifications & Continuous Training
            
            How to Hire, Retain and Inspire Exceptional Employees



            
                                                            Brandy Harris
                                                                 • 
                                April 2, 2024
                            


            Being an effective leader involves recognizing and embracing the expertise of others, particularly in areas where your own knowledge is limited. Here are tips on how to attract top talent and retain these exceptional employees by fostering a culture of excellence, innovation and continuous learning.
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                            Governance & Risk Management
            
            Netskope CEO on What Platformization Means for Cybersecurity



            
                                                            Michael Novinson
                                                                 • 
                                April 1, 2024
                            


            In a deep dive into the cybersecurity's industry's shift toward platformization, Netskope CEO Sanjay Beri explores the nuances of integrating multiple security services, the importance of truly integrated platforms and the future of cybersecurity architecture.
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                            Government
            
            Feds Tackling Information Security in Government Procurement



            
                                                            Chris Riotta
                                                                 • 
                                April 1, 2024
                            


            The federal government aims to streamline its information security and supply chain security procurement policies as part of an effort to better safeguard federal systems. It published a rule establishing a new section in the Federal Acquisition Regulation to consolidate cybersecurity requirements.
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                            Cyberwarfare / Nation-State Attacks
            
            DinodasRAT Backdoor Targeting Linux Machines Worldwide



            
                                                            Mihir Bagwe
                                                                 • 
                                April 1, 2024
                            


            Hackers are using a new version of a backdoor to target Linux servers and gain and maintain access in what appears to be an espionage campaign, warn researchers from Kaspersky. The hallmark of DinodasRAT's strategy is its sophisticated victim identification and persistence mechanisms.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                [image: ]
            

        
        

                            Governance & Risk Management
            
            Backdoor Found and Defused in Widely Used Linux Utility XZ



            
                                                            Mathew J. Schwartz
                                                                 • 
                                April 1, 2024
                            


            Nation-state attackers apparently backdoored widely used, open-source data compression software as part of a supply chain attack. Malicious code inserted into recent versions of XZ Utils was designed to facilitate full, remote access to an infected system.
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                            Cybercrime
            
            Leaked Dataset Belongs to AT&T Current and Former Customers



            
                                                            David Perera
                                                                 • 
                                March 30, 2024
                            


            AT&T did an about-face Saturday, saying that a leaked tranche of data pertaining to 73 million individuals does in fact reveal sensitive information of current and former customers of America's largest wireless phone carrier. The company isn't necessarily taking responsibility for the breach.
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                            Cyberwarfare / Nation-State Attacks
            
            DHS Calls Political Campaigns 'Ripe Target' for Cyberattacks



            
                                                            Chris Riotta
                                                                 • 
                                March 29, 2024
                            


            The U.S. Department of Homeland Security's assistant secretary for cyber, infrastructure, risk and resilience is sounding the alarm over hackers targeting political campaigns ahead of the 2024 elections, warning that campaigns could be left vulnerable if they fail to practice basic cyber hygiene.
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Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Kiribati
Kosovo
Kuwait
Kyrgyzstan
Laos
Latvia
Lebanon
Lesotho
Liberia
Libya
Liechtenstein
Lithuania
Luxembourg
Macao
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia
Moldova
Monaco
Mongolia
Montserrat
Morocco
Mozambique
Myanmar (Burma)
Namibia
Nauru
Nepal
Netherlands
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
North Macedonia
Northern Mariana Islands
Norway
Oman
Pakistan
Palau
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia
Rwanda
Samoa
San Marino
São Tomé & Príncipe
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
South Korea
Spain
Sri Lanka
St. Kitts & Nevis
St. Lucia
St. Vincent & Grenadines
Sudan
Suriname
Svalbard & Jan Mayen
Sweden
Switzerland
Syria
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tonga
Trinidad & Tobago
Tunisia
Turkey
Turkmenistan
Turks & Caicos Islands
Tuvalu
U.S. Virgin Islands
Uganda
Ukraine
United Arab Emirates
United Kingdom
Uruguay
Uzbekistan
Vanuatu
Vatican
Venezuela
Vietnam
Western Sahara
Yemen
Zambia
Zimbabwe


                    


                  
                      State/Province
ALASKA
ALABAMA
ARKANSAS
ARIZONA
CALIFORNIA
COLORADO
CONNECTICUT
DISTRICT OF COLUMBIA
DELAWARE
FLORIDA
GEORGIA
HAWAII
IOWA
IDAHO
ILLINOIS
INDIANA
KANSAS
KENTUCKY
LOUISIANA
MASSACHUSETTS
MARYLAND
MAINE
MICHIGAN
MINNESOTA
MISSOURI
MISSISSIPPI
MONTANA
NORTH CAROLINA
NORTH DAKOTA
NEBRASKA
NEW HAMPSHIRE
NEW JERSEY
NEW MEXICO
NEVADA
NEW YORK
OHIO
OKLAHOMA
OREGON
PENNSYLVANIA
RHODE ISLAND
SOUTH CAROLINA
SOUTH DAKOTA
TENNESSEE
TEXAS
UTAH
VIRGINIA
VERMONT
WASHINGTON
WISCONSIN
WEST VIRGINIA
WYOMING
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