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                                Vietnam Struggling to Contain Growing Cybercrime Ecosystem


                Jayant Chakravarti • April 9, 2024 
                                    


                The Vietnamese government recorded more than 20 million cyberattack alerts between January and March, 33% more than in the same period last year. The surge in attacks coincides with rising cases of credential theft by hackers on banks and financial institutions, both in Vietnam and abroad.
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                      Artificial Intelligence & Machine Learning


                      Hackers Can Use AI Hallucinations to Spread Malware
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                      'Many-Shot Jailbreaking' Defeats Gen AI Security Guardrails
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                      US and UK Partner to Align on AI Safety and Share Resources
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                            Artificial Intelligence & Machine Learning
            
            Cyera Gets $300M at $1.4B Valuation to Fuel Safe AI Adoption



            
                                                            Michael Novinson
                                                                 • 
                                April 9, 2024
                            


            Cyera completed a $300 million funding round led by Coatue to fortify data security and facilitate safer AI adoption across enterprises. By consolidating data protection measures, Cyera hopes to address the critical need for a unified data security platform in the era of generative AI.
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                            Recruitment & Reskilling Strategy
            
            Israel's 8200 Alumni Association: A Cybersecurity Incubator



            
                                                            Tom Field
                                                                 • 
                                April 9, 2024
                            


            Unit 8200 is the Israeli Intelligence Corps unit of the Israel Defense Forces responsible for - among other tasks - counterintelligence and cyberwarfare. Chen Shmilo heads the 8200 Alumni Association and sees it as a hotbed for cybersecurity innovation and leadership.
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                            Endpoint Security
            
            Aged D-Link NAS Devices Are Being Exploited by Hackers



            
                                                            Prajeet Nair
                                                                 • 
                                April 9, 2024
                            


            Network-attached storage manufacturer D-Link says owners of devices vulnerable to remote takeover exploits should suck it up and buy a replacement. Internet scans have tallied the number of affected NAS devices - a handful of servers released on average a decade ago - at more than 92,000.
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                            Artificial Intelligence & Machine Learning
            
            What Cisco's Purchase of Splunk Means for Cybersecurity, AI



            
                                                            Michael Novinson
                                                                 • 
                                April 9, 2024
                            


            Executive Vice President and General Manager Jeetu Patel explains how Cisco's $28 billion acquisition of Splunk will transform the company's security practice to bring in advanced AI, improve data analysis and streamline operations for a stronger defense against cyberthreats.
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                            Recruitment & Reskilling Strategy
            
            Employees Are 'Quiet Quitting' - What Can Employers Do?



            
                                                            Brandy Harris
                                                    ,
                                                                    Steve King
                                                                 • 
                                April 9, 2024
                            


            "Quiet quitting" is when employees strictly adhere to their job descriptions and meticulously avoid any tasks that fall outside their defined responsibilities. Here's how employers and employees can prevent it and create a workplace culture that promotes engagement, satisfaction and shared success.
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                            Artificial Intelligence & Machine Learning
            
            Hugging Face Vulnerabilities Highlight AI-as-a-Service Risks



            
                                                            Mihir Bagwe
                                                                 • 
                                April 8, 2024
                            


            Security researchers have discovered two critical vulnerabilities in the Hugging Face AI platform that exposed potential gaps for attackers seeking unauthorized access and manipulation of customer data and models. The risks highlight the security concerns about AI-as-a-service offerings.
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                            Artificial Intelligence & Machine Learning
            
            Meta Will Label AI-Generated Content Starting in May



            
                                                            Rashmi Ramesh
                                                                 • 
                                April 8, 2024
                            


            Meta will slap a "made with AI" label on generative artificial intelligence content posted on its social media sites starting in May, a change the social media giant says will result in more content carrying a warning for users. The company will look for "industry standard AI image indicators."
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                            Government
            
            US EPA Investigates Alleged Data Breach by Government Hacker



            
                                                            Chris Riotta
                                                                 • 
                                April 8, 2024
                            


            The U.S. Environmental Protection Agency is investigating claims that a notorious government hacker leaked a trove of contact information from the agency's database of critical infrastructure contractors. A spokesperson said the agency conducted a "preliminary analysis" of the allegedly leaked data.
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                            Endpoint Security
            
            Open-Source Foundations Join Forces on Digital Supply Chain



            
                                                            Akshaya Asokan
                                                    ,
                                                                    David Perera
                                                                 • 
                                April 8, 2024
                            


            Foundations housing seven large open-source projects are banding together ahead of what they say is a nearly impossible 2027 deadline created by Europe's Cyber Resilience Act - the world's first digital supply chain regulation. European Union lawmakers approved the act in March.
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                            Artificial Intelligence & Machine Learning
            
            RSA Conference 2024 Preview: 'The Art of Possible'



            
                                                            Tom Field
                                                                 • 
                                April 8, 2024
                            


            "The Art of Possible" is the theme of RSA Conference 2024, and event organizers Linda Gray Martin and Britta Glade say they may have put together the best agenda yet - featuring sessions and speakers on red-hot topics such as identity security, cloud, gen AI and operational technology.
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                            Fraud Management & Cybercrime
            
            Police Probe Honeytrap Sexting Scam Targeting British MPs



            
                                                            Mathew J. Schwartz
                                                                 • 
                                April 8, 2024
                            


            British police are investigating attempts to target Members of Parliament, their advisers and other Conservative and Labour insiders via spear-phishing messages as part of an apparent honeytrap sexting scam. Experts say low-tech attacks based on social engineering remain difficult to detect.
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                            Next-Generation Technologies & Secure Development
            
            Cloudflare Enters Observability Space With Baselime Purchase



            
                                                            Michael Novinson
                                                                 • 
                                April 5, 2024
                            


            Cloudflare purchased an observability startup founded by an aerospace dynamics expert to enhance the developer experience on serverless platforms. Baselime will allow developers to optimize performance, investigate bugs and regressions, and identify when a release needs to be rolled back.
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North Macedonia
Northern Mariana Islands
Norway
Oman
Pakistan
Palau
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia
Rwanda
Samoa
San Marino
São Tomé & Príncipe
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
South Korea
Spain
Sri Lanka
St. Kitts & Nevis
St. Lucia
St. Vincent & Grenadines
Sudan
Suriname
Svalbard & Jan Mayen
Sweden
Switzerland
Syria
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tonga
Trinidad & Tobago
Tunisia
Turkey
Turkmenistan
Turks & Caicos Islands
Tuvalu
U.S. Virgin Islands
Uganda
Ukraine
United Arab Emirates
United Kingdom
Uruguay
Uzbekistan
Vanuatu
Vatican
Venezuela
Vietnam
Western Sahara
Yemen
Zambia
Zimbabwe


                    


                  
                      State/Province
ALASKA
ALABAMA
ARKANSAS
ARIZONA
CALIFORNIA
COLORADO
CONNECTICUT
DISTRICT OF COLUMBIA
DELAWARE
FLORIDA
GEORGIA
HAWAII
IOWA
IDAHO
ILLINOIS
INDIANA
KANSAS
KENTUCKY
LOUISIANA
MASSACHUSETTS
MARYLAND
MAINE
MICHIGAN
MINNESOTA
MISSOURI
MISSISSIPPI
MONTANA
NORTH CAROLINA
NORTH DAKOTA
NEBRASKA
NEW HAMPSHIRE
NEW JERSEY
NEW MEXICO
NEVADA
NEW YORK
OHIO
OKLAHOMA
OREGON
PENNSYLVANIA
RHODE ISLAND
SOUTH CAROLINA
SOUTH DAKOTA
TENNESSEE
TEXAS
UTAH
VIRGINIA
VERMONT
WASHINGTON
WISCONSIN
WEST VIRGINIA
WYOMING
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